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Motivation:

Counterfeiting of goods and Intellectual Property (IP) has 
reached a level that threatens industrial production, or-
ganisational function, health systems and even national 
security when malicious elements are deployed for critical 
infrastructures.

Nearly every industry area is using hardware chips to adopt 
security issues. In future the pharmaceutical area will use 
Integrated Circuit (IC) chips in the packaging material 
to prevent patients from taking faked. This problem can 
be avoided by using unclonable ICs in order to be able to 
clearly identify genuine drugs.

Counterfeiting can damage the benefi t and also the brand 
of legitimate producers so this would be a substantial loss 
for the supplier. The need of architectures which offer 
higher security in all kinds of hardware components is 
present. By using such innovative approaches the preven-
tion of counterfeiting and the protection of IP will be 
enhanced.

The development of these structures is still in its infancy 
and so the UNIQUE project will focus on its growth.

Objectives:

The UNIQUE project tends to increase the protection 
of hardware systems against the following security 
vulnerabilities:

�  Counterfeiting

� Cloning

� Tampering

� Reverse engineering and

� Insertion of malicious components.

In UNIQUE hardware-based cryptography and security 
building blocks, security architectures, protocols, algo-
rithms, design and evaluation principles will be com-
bined to mainly enhance embedded hardware compo-
nents with security functionalities.

The goal of the UNIQUE project is to develop solutions 
to the counterfeiting problem. These solutions need to 
be supported by strong, novel and consistent design 
and evaluation methods that  have to ensure the secu-
rity on each diff erent levels.

�  Application and deployment level: counterfeiting, 
verifi ability, auditability and detection of malicious 
hardware.

�  Design and implementation level: sub-micron physical
security primitives (primarily Physically Unclonable 
Functions, PUFs) and entanglement of cryptography 
and physics.

�    Evaluation level: 
cryptographic and security framework.

Overall Strategy:

First Year: Identifi cation of requirements, threat models 
and building blocks.

Second Year: Novel methodologies are listed, described 
and designed, enhancement of approved structures.

Last Half Year: Test framework design, implementation, 
integration of the prototype and evaluation.

Technical Approach:
 
The development of the UNIQUE project is organised in four 
technical work packages as well as two work packages for Dis-
semination and Project Management:

WP1:  Requirements, Design and  Evaluation:  focuses on 
the identifi cation of the threat model(s) and analysis 
hardware building blocks. It also identifi es the security 
design and evaluation methodologies for hardware 
anti-tampering and anti-counterfeiting solutions.

WP02:  Building Blocks: develops PUFs and combines them 
with cryptographic primitives.

WP03:   Evaluation and Validation: points at the methodology and 
practice of evaluation and validation of the novel result.

WP04:  Prototype: Proof of concept for the innovative 
achievement.

WP05:  Dissemination: Coordinated management of dis-
semination and exploitation for the UNIQUE project 
in order to enable maximum impact on the European 
security market.

WP06:  Project Management: Eff ective operational manage-
ment with regard to contractual, fi nancial, legal, tech-
nical, administrative and ethical management issues.

Project Results and Innovation:

The UNIQUE project will develop innovative concepts to make 
the state of the art of ICs and hardware components that pro-
vide cryptographic and security services more secure:

Emerging technologies and innovation: In UNIQUE the new 
concept of the PUFs will be used to design novel hardware 
labelling and authentication mechanisms.

Innovation: New hardware products with an enhanced assur-
ance and security against counterfeiting and tampering can be 
developed by the novel tools, methodologies and principles. 
The UNIQUE project will step forward particularly in the ap-
plication areas such as consumer electronic, automotive and 
avionic and pharmaceutical industries, critical infrastructures 
as well as governmental use.

The most innovative aspect of the UNIQUE project is that the 
security of the explored primitives is implemented on physical 
instead of computational modules.

Mission of UNIQUE:

Mission of the project is to enforce the security and assur-
ance of hardware components against malicious attacks 
of unauthorised parties.
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Project Management Leader
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Consortium:

The UNIQUE consortium consists of two universities and fi ve 
companies from six European countries (Austria, Belgium, 
France, Germany, Ireland and the Netherlands). The expertises 
of the companies range from deep skills in security products to 
the development of the architectural structure of test frame-
works to the full development of PUFs and a general high com-
petence in the Information Technology. The universities bring 
along the ability of requirement engineering, the know-how 
on needed hardware components, the development of secure 
cryptographic algorithms and protocols and the possibility to 
make performance and security tests.

Project Partners:

The consortium is constituted of 7 partners from 6 diff erent 
countries:
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